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General Privacy Information
Avonside Girls’ High School | Te Kura Kéhine o Otakaro

Avonside Girls’ High School | Te Kura Kohine o Otakaro is committed to protecting the
privacy of our students, staff, whanau, caregivers, volunteers, contractors, alumni, and
members of our wider school community.

We comply with the Privacy Act 2020 and other relevant legislation in the way we
collect, store, use, disclose, retain, and dispose of personal information.

We recognise that children and young people have privacy rights. We also recognise
that a student’s personal information is connected to their identity, dignity, mana,
wellbeing, safety, learning, and future opportunities. When making decisions about
student information, we will consider the student’s age, maturity, best interests, safety,
wellbeing, and ability to exercise their own privacy rights.

What personal information we collect

We collect personal information that is necessary for the lawful functions and activities
of the school. These functions are set out in the Education and Training Act 2020, the
school’s charter or strategic plan, school policies and procedures, and other relevant
legal obligations.

Personal information may include, but is not limited to:

e student personalinformation such as, addresses, dates of birth, contact details,
emergency contacts, citizenship/residency information, and enrolment
information;

e parent, caregiver, whanau, and emergency contact information;

e student academic, attendance, pastoral, behavioural, wellbeing, learning
support, health, co-curricular, and extracurricular records and information;

e information concerning student wellbeing, guidance, counselling, learning
support, health, safety, and inclusion;



o staff employment, payroll, appraisal, professional learning, conduct, health and
safety, and emergency contact information;

e Private financial, donation, payment, and account information;

e images, video, audio, and examples of student work where this is connected to
school activities or authorised school purposes;

e CCTV footage collected on school grounds;

o digital information generated through school systems, learning platforms,
devices, accounts, networks, and online tools;

e alumniinformation where relevant to maintaining school connections and
records.

We will endeavour to only collect and hold information that is necessary, relevant, and
proportionate for school purposes.

Why we collect personal information

We collect, use, and hold personal information for purposes connected with the
functions of the school. These purposes include, but are not limited to:

e enrolling students;

e providing education, pastoral care, wellbeing support, guidance, counselling,
health support, learning support, careers support, and co-curricular
opportunities;

¢ meeting curriculum, assessment, reporting, and attendance requirements;

e recording and maintaining student records of academic progress, attendance,
learning needs, wellbeing, conduct, and participation;

e communicating with students, parents, caregivers, whanau, and emergency
contacts;

e maintaining the school-home partnership;

e managing student safety, behaviour, discipline, restorative processes, and
wellbeing;

e providing services such as health, information technology, library, sports,
recreation, cultural, leadership, and extracurricular activities;

e supporting equity, inclusion, identity, culture, language, and belonging;
e recording and maintaining accounts and financial information;

¢ employing, supporting, managing, and paying staff;



¢ meeting health and safety obligations;
¢ managing complaints, incidents, concerns, emergencies, and legal obligations;

e reporting or disclosing information to government agencies or other
organisations where required or authorised by law, including the Ministry of
Education, New Zealand Qualifications Authority, Ministry of Social
Development, health sector agencies, Police, Oranga Tamariki, and other
relevant agencies;

e providing accurate information to other education providers to support safe and
appropriate student transition or transfer;

e maintaining alumni records;

e operating and maintaining school websites, newsletters, publications, social
media accounts, and official school communications;

e managing school events, trips, sports, cultural activities, leadership activities,
and school representation;

e administration and planning of human resources, property, operations, and
school services.

Some personal information must be provided so that we can enrol a student, employ
staff, meet legal obligations, and perform our school functions. Where providing
information is optional, we will take reasonable steps to explain this and to advise of
any consequences of not providing the information.

How we collect personal information

Where practicable, we collect personal information directly from the person concerned.
For students, this may include collecting information directly from the student and/or
from a parent, caregiver, or whanau member, depending on the nature of the
information, the student’s age and maturity, and the circumstances.

We may also collect personal information from other sources where this is appropriate
and lawful. This may include:

e parents, caregivers, whanau, and emergency contacts;

e teachers and other staff as part of their professional responsibilities and duties.
e previous schools or education providers;

e government agencies;

e health, counselling, wellbeing, social service, or learning support providers;

e sports, cultural, or external activity providers;



e online platforms, school systems, and digital learning tools;
e public sources where relevant and appropriate;
e other people or agencies where there is a lawful basis to collect the information.

We may collect information from a student’s previous school, unless we are expressly
instructed not to do so (except where collection is otherwise required or authorised by
law).

When we collect personal information from someone other than the person concerned,
we will take reasonable steps to ensure that the student and/or parent/caregiver is
informed, where required and appropriate. This is particularly important where
information is collected indirectly, such as from another agency, previous school, digital
service, or third party.

Keeping students, parents, caregivers, and whanau informed

We will take reasonable steps to ensure that students, parents, caregivers, and whanau
understand:

e what personal information we collect;

e whywe collect it;

e how it may be used,;

e who it may be shared with;

o whether providing the information is compulsory or optional;

e what may happen if information is not provided;

e howto access orrequest correction of personal information;

¢ who to contact with privacy questions, concerns, complaints, or requests.

We recognise that informing students about privacy is not a one-off process. We will
aim to communicate privacy information in ways that are clear, accessible, age-
appropriate, culturally responsive, and suitable to the context. This may include privacy
notices, enrolment information, consent or authorisation forms, digital technology
information, student explanations, website information, and direct communication with
families.

Use of personal information



We use personal information only for the purpose for which it was collected, or for a
directly related purpose, unless another use is authorised by the individual concerned,
required or authorised by law, or otherwise permitted under the Privacy Act 2020.

When using student information, we will consider:
o the purpose for which the information was collected;
¢ whetherthe use is necessary and proportionate;
e the student’s age and maturity;
e the student’s best interests, safety, wellbeing, and mana;

e any relevant confidentiality, counselling, health, learning support, cultural, or
family context;

o whether the student or parent/caregiver needs to be informed or asked for
authorisation.

Where we rely on authorisation or consent to use personal information, that
authorisation may be withdrawn. Withdrawal will not affect any use or disclosure
already lawfully made before the withdrawal was received.

Access to personal information within the school

Personal information held by the school will be available only to the Principal, Board
members, and designated staff who reasonably require access to that information to
perform their role.

Designated staff may include teachers, deans, guidance staff, learning support staff,
administration staff, senior leaders, IT staff, and other staff with a legitimate need to
access the information for school purposes.

Access, use, and disclosure of personal information by authorised people must be for
the performance of the school’s lawful functions and must be limited to what is
necessary for the relevant purpose.

We will use role-based access controls and other reasonable safeguards to reduce
unnecessary or inappropriate access to personal information.

Sharing personal information

We may share personal information where sharing is required or authorised by law,
where it is necessary for one of the purposes for which the information was collected,
where it is directly related to that purpose, where the person concerned has authorised
the sharing, or where another Privacy Act 2020 exception applies.

This may include sharing information with:



parents, caregivers, and whanau, where appropriate and lawful;

previous or future education providers;

the Ministry of Education;

New Zealand Qualifications Authority;

health, wellbeing, counselling, learning support, or social service providers;

Police, Oranga Tamariki, health agencies, or other agencies where there are
safety, wellbeing, child protection, family violence, emergency, or legal
concerns;

school service providers, contractors, or digital platform providers where
necessary and subject to appropriate privacy and security expectations;

insurers, legal advisers, auditors, or other professional advisers where required;

sports, cultural, event, trip, or activity providers where necessary for
participation, safety, or administration.

Where there are reasonable grounds for concern about a student’s safety or wellbeing,

the school may share information with appropriate people or agencies for the purpose

of preventing harm. The Privacy Commissioner’s guidance specifically notes that the

Privacy Act 2020 should not stand in the way of protecting children from harm.

When making information-sharing decisions, we will consider:

the purpose of the sharing;

the legal basis for sharing;

the information that is necessary to share;

who needs to receive the information;

whether the student and/or parent/caregiver should be informed;

whether there are safety, wellbeing, confidentiality, or cultural considerations;

whether a record of the decision should be kept.

Where appropriate, the school will keep a record of information-sharing requests,

decisions, and disclosures.

Health, counselling, wellbeing, and learning support information

Health, counselling, wellbeing, disability, neurodiversity, pastoral, behavioural, and

learning support information can be sensitive. We will treat this information with
particular care.



Such information will be collected, used, accessed, and shared only where necessary
for appropriate school purposes, such as:

e supporting a student’s learning, participation, safety, inclusion, or wellbeing;
¢ meeting health, safety, legal, or pastoral obligations;
e providing counselling, guidance, learning support, or health-related support;

e responding to risk, harm, emergency, child protection, family violence, or
wellbeing concerns;

o working appropriately with parents, caregivers, whanau, agencies, or support
providers.

Information shared with a school counsellor may be confidential and may not always be
shared with parents, caregivers, whanau, or other staff. The school will manage
counselling information in accordance with professional obligations, relevant ethical
codes, the Privacy Act 2020, and the student’s safety and wellbeing.

Confidential information may still need to be shared where there is a risk of harm to the
student or another person, where disclosure is required or authorised by law, or where
the student has authorised disclosure.

Student images, video, audio, work, publications, and social media

We may collect and use student images, video, audio, names, achievements, activities,
and examples of student work for appropriate school purposes. These may include:

e internal school records and administration;

e teaching and learning;

e celebrating student participation and achievement;

e newsletters and school communications;

 school website and official school social media;

e yearbooks, prospectus material, and official publications;
e promotion of the school and student opportunities;

e reporting on academic, sporting, cultural, leadership, service, and community
events.

We recognise that images, video, audio, names, and student work are personal
information. We will take care when using them, particularly where material may be
published online or used in promotional contexts.



The school will seek authorisation or provide an opt-out process where appropriate for
the use of student images, names, work, or other personal information in external
publications, promotional material, websites, social media, or other public-facing
communications.

Parents, caregivers, whanau, and students may withdraw authorisation for future use by
completing the opt-out form. Withdrawal will not usually affect material already lawfully
published or distributed, but the school will consider reasonable requests to remove or
stop using material where practicable.

We will take particular care where images or information could identify a studentin a
sensitive context, create a safety risk, disclose private information, or cause
embarrassment, harm, or distress. The Privacy Commissioner’s photography and
filming guidance identifies that photographs and videos of children and young people
can create privacy and safety risks, especially when shared online.

CCTV

The school operates a CCTV system for the purpose of protecting school property and
supporting the safety and wellbeing of students, staff, and others within the school
community. CCTV may assist with the prevention, investigation, and detection of
offences, incidents, accidents, harmful behaviour, or misconduct.

CCTV footage is personal information. The school will:
e use CCTV only for legitimate school purposes;
e use signage or other reasonable means to notify people that CCTV is operating;
o restrictaccess to CCTV footage to authorised staff or contractors;

o retain CCTV footage only for 30 days unless itis needed for an investigation,
complaint, safety concern, legal matter, or other legitimate purpose;

o disclose CCTV footage only where required or authorised by law or where
another Privacy Act 2020 exception applies;

e respond to requests for CCTV footage in accordance with the Privacy Act 2020
and the school’s CCTV procedures.

The recording, access, retention, and disclosure of images collected through CCTV will
be managed in accordance with the school’s CCTV procedures.

Digital technologies, online platforms, and Al tools

The school uses digital technologies to support teaching, learning, communication,
administration, safety, wellbeing, and school operations. These may include learning



management systems, student management systems, assessment tools,
communication platforms, cloud services, devices, networks, apps, and other online
tools.

We recognise that digital technologies can create privacy risks, including unnecessary
collection, tracking, profiling, insecure storage, overseas disclosure, unauthorised
access, loss of control over information, and unclear use of student data.

The school will take reasonable steps to ensure that digital technologies used for
school purposes are appropriate and privacy-protective. This may include:

e assessing new digital tools before use;

e considering what personal information the tool collects, uses, stores, shares, or
generates;

e checking whether information may be stored or accessed outside New Zealand;

e considering whether the provider may use personal information for advertising,
profiling, analytics, product development, or artificial intelligence training;

e using approved systems wherever practicable;

e limiting access to personal information to those who need it;

e requiring staff to use digital tools in accordance with school expectations;

e providing guidance to students and staff about safe and appropriate digital use.

Staff and/or students must not enter identifiable student, staff, parent, caregiver, or
whanau information into unapproved artificial intelligence tools or other unapproved
digital services unless this has been authorised by the school and privacy risks have
been considered.

Where digital providers hold or process personal information on behalf of the school,
the school will take reasonable steps to ensure there are appropriate privacy, security,
retention, and access arrangements in place.

Accuracy of personal information

We will take reasonable steps to ensure that personal information is accurate, up to
date, complete, relevant, and not misleading before we use or disclose it.

Students, parents, caregivers, whanau, and staff are encouraged to advise the school
promptly if personal information changes, including contact details, emergency
contacts, medical information, court orders, custody arrangements, learning support
information, and other relevant details.

Keeping personal information safe and secure



We will take reasonable steps to protect personalinformation from loss, unauthorised
access, unauthorised use, modification, disclosure, misuse, or other harm.

These steps may include:
e role-based access to systems and records;
e secure passwords and authentication processes;
o staff training and privacy awareness;
e secure storage of paper records;
e secure management of digital records;
e appropriate use of approved systems;
e secure sharing of information;
e limiting access to sensitive information;

o careful management of student files, health information, counselling
information, and learning support records;

e secure disposal of records when they are no longer required;

e reporting and responding to privacy incidents.

Retention and disposal of personal information

We retain personal information only for as long as it is required for the purpose for which
it was collected, or as required by law.

As a state school, Avonside Girls’ High School | Te Kura Kéhine o Otakaro must also
meet its obligations under the Public Records Act 2005 and any applicable school
record retention and disposal requirements. The Privacy Commissioner’s guidance
notes that a state school is a Public Office for the purposes of the Public Records Act,
which affects how learner information must be retained and disposed of.

Different types of school records may have different retention periods. Student records,
employment records, financial records, health and safety records, Board records, CCTV
footage, and digital records may therefore be retained for different lengths of time.

When personal information is no longer required and may lawfully be disposed of, we
will dispose of it securely. This may include secure deletion, shredding, archiving, or
transfer in accordance with legal requirements and school procedures.



Access to and correction of personal information

Students have the right to request access to personal information the school holds
about them. They also have the right to request correction of that information if they
believe itis incorrect.

Parents and caregivers may also request access to information about their child.
However, a parent or caregiver does not automatically have an unrestricted right to all
information held about a student. When responding to requests for student information,
the school will consider:

the student’s age and maturity;

e the nature and sensitivity of the information;

o the student’s views, where appropriate;

¢ the purpose of the request;

o the student’s safety, wellbeing, privacy, and best interests;

e any confidentiality obligations;

e anyrelevant court orders, parenting arrangements, or legal restrictions;

e whetherthere are lawful grounds to withhold some or all the information.

The school may refuse or limit access where permitted or required by law, including
where disclosure would breach another person’s privacy, create a safety risk, prejudice
an investigation, breach confidentiality, or otherwise meet a withholding ground under
the Privacy Act 2020.

Requests to access or correct personal information should be made to:
fnm@avonside.school.nz
Confidential information and student requests to withhold information

There may be circumstances where personalinformation concerning a student cannot
be shared with parents, caregivers, whanau, or others.

This may include:

¢ information shared with a school counsellor that is confidential or privileged
under professional obligations;

e information the student has asked the school not to share, where the student is
considered sufficiently mature and capable of making that decision;
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e information that may place the student or another person at risk if disclosed;
e information subject to a court order or legal restriction;

e information that may need to be withheld to protect the student’s health, safety,
wellbeing, or privacy;

e information involving another person’s privacy.

Where possible and appropriate, the school will support students to involve parents,
caregivers, or trusted adults in matters affecting their wellbeing, learning, or safety.
However, decisions about disclosure will be made in accordance with the Privacy Act
2020, relevant professional obligations, safety and wellbeing considerations, and the
student’s best interests.

Privacy complaints and concerns

Students, parents, caregivers, whanau, staff, and members of the school community
may raise privacy questions, concerns, or complaints with the school.

Privacy concerns or complaints should be directed to:

Privacy Officer
Avonside Girls’ High School | Te Kura Kohine o Otakaro
Email: mdl@avonside.school.nz

The school will take privacy complaints seriously and will aim to respond in a fair,
timely, and respectful way. Depending on the nature of the concern, this may involve:

e acknowledging the complaint;

e gathering relevant information;

e considering the Privacy Act 2020 and any other relevant obligations;
e speaking with relevant people;

o taking steps to resolve the concern;

e correcting information, changing a process, apologising, or taking other
appropriate action where required.

If a person is not satisfied with the school’s response, they may contact the Office of the
Privacy Commissioner.

Privacy incidents and notifiable privacy breaches

A privacy incident may occur when personal information is lost, accessed by an
unauthorised person, disclosed to the wrong person, used inappropriately, altered
without authority, or otherwise mishandled.
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All staff must report suspected or actual privacy incidents promptly to the Privacy
Officer or Principal.

The school will respond to privacy incidents by:

containing the incident where possible;

assessing what happened;

identifying whose information is affected;
considering the likelihood and seriousness of harm;
taking steps to reduce harm;

recording the incident and response;

notifying affected people and/or the Office of the Privacy Commissioner where
required by the Privacy Act 2020;

reviewing systems or practices to reduce the risk of recurrence.

Unique identifiers

The school may use unique identifiers where necessary for lawful school purposes. This
may include identifiers such as the National Student Number, student ID numbers, staff
ID numbers, login credentials, library numbers, or system-generated identifiers.

We will use unique identifiers only where necessary and appropriate. We will not use a

unique identifier assigned by another agency as our own general identifier unless this is
authorised or required by law.

Review of this policy

This policy will be reviewed regularly and updated as required to reflect changes in law,
Privacy Commissioner guidance, Ministry of Education expectations, school systems,
digital technologies, and school practice.



